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Jacob Abernethy, assistant professor, machine
learning

Richard Lipton, emeritus professor and Frederick
G. Storey Chair, theory

Mustaque Ahamad, professor, cybersecurity,
distributed systems

Ling Liu, professor, big data, cloud computing

Mostafa Ammar, Regents’ professor, networking
Joy Arulraj, assistant professor and Barry Dickman
Term Professorship, data analytics

Leo Mark, associate professor and Associate Dean
Professional Education, metadata management,
temporal databases
Milena Mihail, associate professor, theory

Alexandra Boldyreva, associate professor,
cryptography

Jamie Morgenstern, assistant professor, machine
learning

Xu Chu, assistant professor, data

Shamkant Navathe, professor, databases

Our 42 faculty include 10 endowed chairs,
11 ACM fellows, and 12 NSF CAREER
Award winners.
Thomas Conte, professor (joint with School of
Electrical and Computer Engineering), architecture
Alexandros Daglis, assistant professor, computer
architecture
Richard DeMillo, professor, Charlotte B. and Roger
C. Warren Chair of Computing, and director Center
for 21st Century Universities (C21U), information
security
David Devecsery, assistant professor, systems
Constantine Dovrolis, professor, network science,
data mining, computational science
Lance Fortnow, chair, computational complexity
Zvi Galil, professor and John P. Imlay Jr. Dean of
Computing, algorithms
Merrick Furst, distinguished professor, theory
Ada Gavrilovska, associate professor, systems
Seymour Goodman, professor (joint with Sam
Nunn School of International Affairs), information
security
Hyesoon Kim, associate professor, architecture
Taesoo Kim, Catherine M. and James E. Allchin
Early Career Assistant Professor, cybersecurity
Vladimir Kolesnikov, associate professor,
cryptography

Santosh Pande, associate professor, compiler
analysis and optimization
Paul Pearce, assistant professor, cybersecurity
Richard Peng, assistant professor, algorithms
Milos Prvulovic, professor, cybersecurity
Calton Pu, professor and John P. Imlay Chair in
Software, systems and databases
Umakishore Ramachandran professor, parallel and
distributed systems
Dana Randall, ADVANCE professor, randomized
algorithms
Vivek Sarkar, professor and Stephen Fleming
Chair in Telecommunications, high performance
computing, programming languages
Prasad Tetali, professor (joint with Math), discrete
math
Santosh Vempala, distinguished professor and
Frederick G. Storey Chair II in Computing, theory
H. Venkateswaran, associate professor, theory,
computational complexity
Eric Vigoda, professor, randomized algorithms
Jun Xu, professor, networks

Wenke Lee, professor and John P. Imlay Jr. Chair,
cybersecurity
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Alessandro Orso, professor, software engineering

Ellen Zegura, professor and Stephen P. Fleming
Chair in Telecommunications, networks
Qirun Zhang, assistant professor, programming
languages and software engineering
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MESSAGE FROM THE CHAIR
W E LC O M E TO T H E 2019 A N N UA L R E P O RT
for the Georgia Tech School of Computer Science.
In these pages, you’ll find a different kind of
annual report, not just the usual litany of names
and numbers, but stories that capture research
connections across the school.
Cloud computing requires ideas from every corner
of our school: theory, data, security, networks,
systems, architecture, languages and software
engineering, and how they interact with each other.
Several of our researchers tackle needs beyond the
cloud with edge computing. Scenarios like virtual
reality and self-driving cars need computers to make
quick calculations and decisions when there isn’t enough time to connect to a cloud
data center. Edge computing brings together researchers in systems, architecture,
and networking to make these computations fast, reliable, and secure. We lead the
way in exploring how new memory technologies enable these critical systems.
Data science encompasses the growing capability of computers that gather, store,
transmit, process, understand, and act on large amounts of data. Professor Dana
Randall co-leads the Georgia Tech Institute for Data Engineering and Science
(IDEaS) dedicated to fostering every step of that process. Machine learning is a key
element of the data science ecosystem, and we leverage the school’s strengths in
theory, finding faster and provably good ML algorithms, understanding the fairness
concerns in ML, and building ML for systems/systems for ML approach described
later. We can use ML to develop reliable and safer systems, and we create better
storage, networking, architectures, and programming languages to make ML work
faster and smarter.
Finally we look at how our strength in cybersecurity in systems and architecture
helps keep all of this infrastructure safe.
The school continues to grow, adding ten new faculty members over the past two
years, all of whom cross several subdisciplines in computing and help address
many of the conversations above. We are truly poised to power the future of
computing and would love for you to join us in that journey. n

Lance J. Fortnow
Professor and Chair, Georgia Tech School of Computer Science
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School of Computer Science
Researchers Innovate on the

Edge of Computing
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T

he future of computing is on the edge. The

Ramachandran approaches the edge from a

cloud allows the development of complex

systems angle. His research ensures that if one

applications but has its limitations. Video

node loses power, the computation isn’t lost, but

processing, image recognition, and other

also it isn’t distributed so far that latency suffers.

computation need a closer server for improved

One of the ways he’s working on improving the

latency, security, and cost. School of Computer

resilience of the edge is through Georgia Tech’s

Science researchers are leveraging existing

campus security camera network. He believes

devices at the edge of the network, a practice

anomaly detection could be done in real-time if

known as fog or edge computing.

nodes tracked all vehicles and set a time bound

To understand why the edge is so

on their activities. Ultimately, Georgia Tech

innovative, one must understand the history of

Police wouldn’t need to save all video and could

networks. “For a long time, we would compute

respond faster because the edge nodes could

on our own machines that were owned by one

process the footage for threats faster.

organization,” said Professor Ellen Zegura.
“What’s so revolutionary about the cloud is it

Trusting the edge

allows access to the process in a much more

Securing data is another benefit of edge comput-

accessible, cheaper, and widely used way.”

ing. As a systems researcher, Associate Professor

But what if the cloud is too far or access is

Ada Gavrilovska realized all the edge’s advantag-

intermittent? This is where edge computing

es for scalability and latency wouldn’t matter if

comes in because it allows computation to be

data weren’t secure. However, securing the edge

spread on existing mobile devices.

in the same way as the cloud made it too slow,
so she and Research Scientist Ketan Bhardwaj

Relying on the edge

built an edge security solution that uses a security

The two biggest issues with this effort are break-

feature in commodity hardware. Once a user can

ing the computing down into transitive pieces

trust the edge, they can put critical services there,

and then ensuring they return. Networking Pro-

such as security for Internet of Things (IoT) devic-

fessors Mostafa Ammar and Zegura predict the

es. “I want to use the edge to make these applica-

churn of devices and how reliable the network

tions faster, more scalable, and more efficient in

will be. They have been attacking this problem

how they use resources,” she said.

from multiple angles, such as using mobile

SCS professors are only just scratching the

servers and femtoclouds. The latter is a mobile

surface of how revolutionary edge computing

self-configuring cloud made from a cluster of

could be. The edge can bring computing every-

mobile devices that provides a reliable compute

where, from ensuring self-driving cars have the

service despite the churn of its devices.

most up-to-date information to keeping commu-

Edge computing offers a lot of performance

nities connected to the network during a natural

advantages, but there are challenges when

disaster. “The vision of edge computing is limited;

harnessing a distributed network. One of the

they say it’s a slave to the cloud, but the story is

strengths of the cloud is its reliability, but ensur-

more compelling than that,” said Ramachandran.

ing multiple edge nodes also have this reliability

“It’s about creating a level playing field and having

is more complicated. Professor Umakishore

autonomy on the edge for decision-making.” n
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School of Computer Science Researchers
Optimize Machine Learning
Machine learning (ML) is one of the most promising
fields in computing, but researchers can’t unlock its
full potential without organization and oversight. The
School of Computer Science’s database and systems
researchers can bridge the gap between effective
systems and efficient machine learning.

analyzing the data on a main
company’s server or the cloud
could compromise security.
Distributing the work across
IoT devices allows researchers
to do computations faster with
less power.
Liu creates new systems

ML and databases

researchers use rule-based

optimization techniques and

Our researchers provide

techniques to data clean.

libraries for more effective ML.

structure to machine learning

Generating these rules is a

She also develops enhanced

that benefits everyone.

time-consuming and difficult

ML models and algorithms to

“Machine learning researchers

process, so Chu is exploring

improve the performance of

mostly think about algorithms

ML-based techniques that

cloud systems. This systems

and theories, but real-world

leverage the statistical

for ML and ML for systems

machine learning applications

distributions of data used in

perspective is only the start of

require a data processing

cleaning.

her research.

ML and systems

must be used responsibly. Liu

Systems also play a vital role

wants to bring awareness to

he realized that database

in the predictive elements of

the need for fairness, privacy,

research techniques can

ML. “Machine learning is still

trust, and accountability of

facilitate a ML pipeline. For

in its infancy from a systems

algorithmic decision-making

example, approximation query

perspective,” Professor Ling

in ML and AI. “We need to

processing can answer SQL

Liu said. Our researchers have

encourage innovation in

queries quickly on sample data.

found ways to build systems

diverse ML algorithms that

Similarly, Chu is researching

for ML and ML for systems

can extract features and learn

approximate model training on

that improve performance

different hidden correlations

only a portion of the training

universally.

and perspectives over the

Despite the power of ML, it

pipeline,” said Assistant
Professor Xu Chu.
As a database researcher,

data instead of burdening

Associate Professor

same datasets,” Liu said. “It is

a model with the complete

Hyesoon Kim boosts the

also important to leverage ML

dataset.

coverage and accuracy of

as a valuable reference point,

distributed ML systems.

rather than the sole factor in

symbiotic. ML can help ensure

Internet of Things (IoT) devices,

decision-making.”

data is consistent and easy

such as thermostats or

to use, a process known as

security cameras, rely on ML to

stronger ML that can be used

data cleaning. Traditionally,

detect anomalies in data. Yet

in all areas of computing. n

Yet the relationship is
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Our hybrid expertise builds
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School of Computer Science

Cybersecurity Researchers
Are Securing the Future

Cybersecurity affects everything from
policy to technology. Georgia Tech
is at the forefront of many of these
conversations on attribution and
government responsibility. None of
these discussions would be possible,
though, without secure systems
the public can rely on. In the School
of Computer Science, we identify
emerging threats and create these
systems to defend against them.
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N E W AT TA C K S
Keeping a pulse on the latest attack methods is one of
our strengths. In order to create a more secure world,
we must imagine threats outside of traditional devices.
Yet the depth of our expertise ensures we also stay on
top traditional methods. By tracking all attacks, we can
build the necessary solutions.
Internet of things (IoT) devices let us control the
temperature of our home or track the food in our fridge
from afar, but they are often built on simple software
stacks. “All of these things were never meant to be
connected to anything, so there was no notion of
security when the code was designed and that creates

SCS.GATECH.EDU

a lot of vulnerabilities,” Professor Milos Prvulovic
said. One such vulnerability is side channels, the
electromagnetic fields the device deploys when
computation runs. An attacker can monitor these
side channels to determine how a program runs
down to when the program deploys a cryptokey
and steal it. Yet Prvulovic surveys these side
channels, too, determining whether a device is
running expected programs and then updating it
with more secure software. Prvulovic is applying
the same technique to hardware. He measures
radio frequency signals to determine how much
power is going through a chip to ensure that
chips operate as they should.
Many attackers still rely on classic phishing,
but are trying more sophisticated techniques to
monetize successful attacks. For example, the
notorious tech support scammers use search
poisoning and malicious advertisements to get
victims to call them. These attacks employ both
online and phone channels or cross-channels.
Professor Mustaque Ahamad researches how
to understand and defend against cross-channel
attacks. Securing voice channels is a growing cybersecurity field as voice-controlled IoT devices
become common.
NEW DEFENSES
Much of our work is preventative. We secure data
users already have. The first step in data protection is authenticating users, and biometrics are
the best tool. “It’s based on who you are, not what
you know,” said Professor Wenke Lee. This real-time Captcha offers new ways to authenticate
users, but still has shortcomings. Lee is working
on how to preserve the privacy of biometrics so
that if a server were compromised, an attacker
couldn’t use the stolen data to impersonate users.
Securing the cloud is the next frontier. Associate
Professor Alexandra Boldyreva works on searchable encryption. Users would be able to securely
store data remotely on the cloud and perform
searches. She also analyzes the cryptographic
security guarantees of the newest networking
and web authentication protocols. Associate
Professor Vladimir Kolesnikov studies secure

computation. This form of cryptography protects
users’ data during computation, so they can
securely share healthcare data or private blockchain transactions. With the latter, users can
verify they have enough money in their wallets
for transactions without having to disclose the
exact amount.
N E W A D VA N C E S
We combine our attack forecasting and prevention measures in our research labs. Our malware
analysis lab offers a secure environment to run
malware. Analysts can collaboratively explore
and enumerate malware behaviors, which is
a much more efficient effort than the current
industry practice of reverse engineering malware
in silos.
We are securing machine learning (ML) with a
similar approach. Hackers can introduce dirty
training data to corrupt an ML model or morph
malware to evade an ML model. To combat
adversarial ML, Lee’s team measures how robust
a model is. They are creating an open source
framework for researchers to test their models’
strengths and improve their robustness.
Not all of this automation is bad. Assistant Professor Taesoo Kim sees the future of cybersecurity “as autonomous systems that assist human
security experts handling large-scale security
problems with small number of experts.” With
this in mind, he’s been working on automated
techniques to find bugs and cyber reasoning
systems that create autonomous attack and
defenses.
Our efforts may be wide-ranging, but we are
consistently creating the future of cybersecurity.
Our cybersecurity researchers patch vulnerabilities in devices many didn’t even realize attackers
compromised and ensure data is secure in our
ever-connected world. Trust is a hard-won concept in the cybersecurity field, but our systems
make people more confident their data is safe. n

Illustrations by Pikisuperstar/Freepik.com
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Innovations
Assistant Professor Jacob Abernethy
used machine learning and data
science to help the Flint Water Crisis.
By aggregating a mix of datasets —
including pipe material information,
parcel records, U.S. census reports,
city infrastructure maps, and water
samples — Abernethy and his team
took advantage of a machine learning
technique known as active learning
to determine which homes were
most likely to have lead service lines.
Using the predictive model allowed
better targeting of resources. “This
was an issue where we had the
incentives to go in and do this work
very thoughtfully and deeply and really
make a difference. I’m really proud of
that, and feel very lucky to have had
the opportunity to engage in such an
important issue,” he said.

***

Assistant Professor Richard Peng
and his students developed a faster
algorithm for geometric 3-D truss
linear equations, the first improvement
for this class of problems since 1990.
“Before this hardness result, there
was optimism that most classes
of practically relevant systems can
be solved faster,” said Peng. “The
necessity of geometric structures
in faster algorithms is surprising to
many in the area, but also validates
what scientific computing has long
believed.”

***

Professor Santosh Vempala helped
discover a breakthrough theorem
that makes progress toward the KLS
conjecture. According to the KLS
conjecture, the best way to cut the
shape is to use a hyperplane up to
a constant factor. Vempala and his
team proved the surface area could
be no worse than the dimension to
the power of a quarter — even as the
dimension increases.
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Meet our newest faculty
Assistant Professor Jacob Abernethy connects machine learning to optimization, economics, and statistics.
Assistant Professor Joy Arulraj combines data analytics, main memory systems, and machine learning to develop new database management systems.
Assistant Professor Xu Chu manages data with a particular interest in building
machine learning pipelines.
Assistant Professor Alexandros Daglis studies computer architecture to target the
most challenging communication-intensive services in datacenter environments.
Assistant Professor David Devecsery focuses on software systems and program
analysis to create systems and tools for monitoring complex system behavior.
Associate Professor Vladimir Kolesnikov is a cryptography expert, emphasizing
secure computation.
Assistant Professor Jamie Morgenstern looks at the intersection of machine
learning and economics, from algorithmic game theory to privacy.
Assistant Professor Paul Pearce works on network security, specifically politically and economically motivated attacks, such as cybercrime, censorship, and
advanced persistent threats.
Professor Vivek Sarkar’s research impacts almost every influential aspect of
parallel software today, including programming languages, program analysis,
compiler optimizations, and runtime systems for diverse parallel platforms.
Assistant Professor Qirun Zhang researches software engineering and programming languages, with an interest in improving software reliability and security.
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Accolades
New Associate Chair Alexandra
Boldyreva co-chaired 2018’s largest
cryptography conference, Crypto

Professor Alessandro Orso won an
ISSTA Impact Paper Award for his
dynamic tainting analysis framework.
SCS Ph.D. student Ahmed Saeed
earned a prestigious Google fellowship in systems and networking.
Two SCS affiliated students, Matthew
Fahrbach and Samantha Petti, won
Achievement Rewards for College
Scientists (ARCS) Scholar awards for
their work in algorithms and modeling
large networks, respectively.

SCS researchers teamed up with
the top South Korean hackers to
win DEFCON’s 2018 capture the flag
competition. For three days, teams
competed in a hacking version of capture the flag (CTF). A team wants to
get control the server while patching
its vulnerabilities and attacking the 23
other teams with their own exploits.
With each successful attack, the team
captures a flag. The team with the
most flags at the end wins.

Professor Wenke Lee was named an
ACM Fellow.
Ph.D. students Ashish Bijlani and
Ruian Duan won the 2018 Atlanta
Startup Battle and other funding for
OSSPolice, a cloud-based tool for
mobile app developers to easily and
quickly identify OSS license violations
and security vulnerabilities.

SCS faculty research continues to
have an impact. Professor Merrick
Furst won an AIJ Classic Paper Award
for his graph planning research.

SCS By the Numbers 2018

42

professors

142

Ph.D.
students

59

cybersecurity
master’s
students
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Upcoming Research
Professor Constantine Dovrolis is
reapplying neuroscience to neural
networks thanks to a $2 million grant
from DARPA. “The brain is really the
only example of general intelligence
we have,” Dovrolis said. “It makes
sense to take that example, identify its
fundamental principles, and transfer
them to the computational domain.”
Professors Wenke Lee and
Alessandro Orso, Associate Professor
Santosh Pande, and Assistant
Professor Taesoo Kim were part of a
team awarded $7.5 million from the
Office of Naval Research to develop a
customized attack-resistant software
stack that removes unneeded code,
decreasing the vulnerability of
programs they use. Lee compares the
project to a house. “When you build a
house, you only really need one door,
but the house may still have multiple
doors. The number of doors increases
the opportunity to break in,” Lee said.
“If you only have one door, your house
is more secure.”
Professors and CRNCH Co-Directors
Tom Conte and Vivek Sarkar are
part of a team working on a $4.5
million DARPA project to build a new
programming system for softwaredefined hardware.
Professor Ellen Zegura is part of a
team bringing better network coverage
to Native American reservations with a
$2 million NSF grant.
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